adelat.\—.:\:\‘

www.adelat.com

GRIDS UNDER ATTACK

POWER SECTOR CYBERSECURITY IN THE ERA OF ENERGY TRANSITION




adelat.\—.:\:\'

DSO Review No. 11 - Series: Technology
and Operations

AUTHORS

Alessandra Amaral, Roberto Cajamarca Gémez,
Nivia Celestino, Joaquin Lazo Sanchez.

CONTRIBUTORS

Daniel Aranibar, Edward Kenneth Arias Palacio,
Rafael Bacis, Guillermo Andrés Cepeda Rodriguez,
Nicolas Elgueta C., Alfredo Gallegos Gonzalez,
Jorge Gelmetti, Cristobal Jaramillo, Luis Jorge
Llapiz, Mario Alberto Martinez Martinez, Rubens
Mazzon Jr., Gerald Moran, Rodrigo Oliva, Luis
Quispe, Emanuel Rodriguez, Rosimiro Santos
Ferreira, Juanjo Servetti, Franchesco Somontes
Marin, Mariela Uribe Olivas, Fernando Varela, Julian
David Velasco Jaramillo, lvan Zamudio.

KEYWORDS

Cybersecurity; electricity distribution; Latin America;
energy transition; critical infrastructure; operational
technology (OT); cybersecurity maturity;
cybersecurity regulation; tariff recognition; cyber
resilience

© 2026 Asociacion de Distribuidores de
Electricidad de América Latina (ADELAT). All rights
reserved. Reproduction in whole or in part for non-
commercial purposes is permitted, provided the
source is cited.

August 2026



adelat.\—.s\.:\‘

www.adelat.com

1. INTRODUCTION

2. CYBER RISK IN DISTRIBUTION SYSTEMS

3. CYBERSECURITY DIMENSIONS AND THE CURRENT STATE OF THE SECTOR

3.1. Security of the operational infrastructure 9
3.2. Detection and response capability 11
3.3. Third parties, cloud services, and data protection 12
3.4. Organizational culture and specialized talent 13
3.5. Governance, budget, and the role of the board 15

4. THE REGULATORY RESPONSE IN LATIN AMERICA 17

4.1. The context 17

5. INTERNATIONAL REGULATORY APPROACHES AND BEST PRACTICES

5.1. United States: mandatory federal rules for the bulk power 24
system, voluntary state approaches for distribution

5.2. European Union: from horizontal legislation to a sector-specific 25
network code

5.3. United Kingdom: the energy regulator as cybersecurity authority =~ 28
5.4. Australia: proportionality as a design principle 29
5.5. Ontario: maturity-based regulation for a diverse set of 30
distributors

5.6. India: regulating a large-scale system with uneven maturity 31
5.7. Mechanisms that international experience puts on the table 31
5.8. Takeaways for Latin America 34

6. CONCLUSIONS AND REGULATORY RECOMMENDATIONS

7. REFERENCES



01

INTRODUCTION

The energy transition has become one of
the most widely supported transforma-
tions of our time: demanded by citizens,
embraced by governments, and already
underway around the world, driven by tech-
nology. Its purpose is to decarbonize the
economy by making clean electricity the
main energy carrier, and it takes shape in
grids equipped with smart metering,
remote control, and automated operation,
in distributed generation, and in the grow-
ing electrification of transport and end
uses. Latin America is no exception: its
energy plans and regulatory agendas
already commit a large share of that mod-
ernization, in a context where the need to
digitalize the grid is becoming ever more
pressing.

This digitalization, while necessary and
enabling, has a less visible consequence.
As the grid gains intelligence and connec-
tivity, it also gains exposure, since any digi-
tal device can be accessed remotely by
unauthorized third parties, whether to
extract its data, alter its behavior, or take it
out of service. Every new smart meter, con-
nected inverter, or remotely controlled
device that goes into operation is, at the
same time, a new entry point into the infra-
structure on which supply depends. The
grid's attack surface thus grows at the
same pace as the transition itself.

The seriousness of this exposure does not
lie in the IT breach itself, but in the fact that
its consequences pass directly into the
lives of users. For someone left without
electricity, it makes no difference whether
the outage was caused by a storm or by a
cyber intrusion, because the effect is the
same: businesses at a standstill, homes in
the dark, and essential services running on
backup power. Regulation does not distin-
guish between one cause and the other
either, since the outage is recorded in the

same continuity indicators that are
required and penalized. What changes is
the cause and what it takes to prevent it,
because an attack does not depend on the
weather, it can be repeated, and it can
choose the moment of greatest damage,
and none of the measures that regulation
recognizes and remunerates today, from
preventive tree trimming to network rein-
forcement, can prevent it. On top of the
supply interruption come other harms that
the traditional grid could not cause, such
as the leak of consumption data from mil-
lions of customers, which reveals routines
and whether people are at home and can-
not be undone by restoring service, or the
physical damage to equipment by whoever
manages to control it remotely. A success-
ful cyberattack against a distribution utility
is therefore experienced not as an IT inci-
dent, but as an attack on the critical infra-
structure on which the daily life of an entire
region depends.

The diagnosis that follows rests on pri-
mary evidence gathered from the distribu-
tion utilities themselves. As part of its
Benchmarking Program, ADELAT carried
out an exercise devoted to cybersecurity
maturity, with the participation of distribu-
tion utilities from across Latin America and
of very different sizes, from rural coopera-
tives to large groups with millions of cus-
tomers. Its results describe a sector in
motion, in which some companies have
reached high levels of maturity while a sig-
nificant share is still building basic capabil-
ities. The most relevant finding, however, is
not the average level but its internal distri-
bution: the greatest progress is seen in the
separation between corporate and opera-
tional networks, an area where the sector
has historically concentrated its invest-
ment, and the deepest gaps are in field
devices, which are precisely the ones the
energy transition multiplies. Exposure,



then, is growing fastest where the capacity
to contain it is weakest.

The source of this disparity lies not mainly
in the companies' willingness, but in the
framework that shapes their investment
decisions. In most countries in the region,
cybersecurity is not defined as a sector
obligation with its own verifiable standards,
and where general legislation on the sub-
ject already exists, its application to the
distribution segment has not yet translated
into operational requirements or into
recognition of its cost. Each distribution
utility must therefore fund its protection by
diverting resources from line items that are
recognized, so the level of security ends up
depending on each company's conviction
and financial headroom, which explains the
dispersion the benchmarking reveals. This
lack of definition is compounded by a
deeper design problem: protecting a digi-
talized grid is not an investment made
once but a capability that must be sus-
tained over time, while tariff frameworks
are built to recognize physical assets
rather than ongoing operational capabili-
ties. The result is a mismatch that regula-

tion itself creates, as it drives the digitaliza-
tion of the grid on one track while neglect-
ing, on the other, the conditions needed to
protect it. Closing that mismatch means
defining the requirement, scaling it to each
company's size and criticality, and recog-
nizing its cost within regulated revenues:
three decisions that other jurisdictions
have already taken and that remain pend-
ing in Latin America.

The document is organized as follows.
Chapter 2 characterizes the cyber risk spe-
cific to distribution networks and what sets
it apart from corporate IT security. Chapter
3 sets out the dimensions that make up
maturity in this field and presents what the
benchmarking reveals in each of them.
Chapter 4 examines the state of regulation
in Latin America and the scope of the
requirements in force. Chapter 5 reviews
the experience of jurisdictions that have
already faced this problem and draws out
the design criteria applicable to the region.
Chapter 6 summarizes the regional picture
and makes recommendations  for
regulators.
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CYBER RISK IN DISTRIBUTION SYSTEMS

The cybersecurity of a distribution network
is not the same as that of an office. Every
distribution utility is home to two digital
worlds: that of the corporate systems that
manage billing and commercial informa-
tion, and that of the operational systems
that monitor and control the physical grid'.
Protecting the latter is a problem of a dif-
ferent nature, because its assets are

spread over thousands of kilometers with-
out permanent surveillance, much of the
equipment was designed before connectiv-
ity and operates with service lives of
twenty years or more that do not allow
updates, and everything happens in real

time, so that stopping a system to inspect
it is already the damage one seeks to
avoid. Priorities are also reversed: in the
corporate domain, the confidentiality of
information comes first, whereas in opera-
tions what must be protected is the avail-
ability and integrity of control, which is why
standard IT security practices fall short.
That distance between the corporate
perimeter and operations is also what
determines the severity of an incident,
because what matters is not whether an
attack occurs but how far it manages to
reach.

The attacks already documented against
power companies can be ordered by that
criterion, and at the first of these levels the
attack does not reach the grid.
Ransomware? gets in through corporate
systems and takes billing, the online cus-
tomer portal, and customer service out of

action for days while supply continues
unaffected; at this same level are leaks of
commercial information, one of which, in
the region, put more than fourteen million
customer records with addresses and
meter numbers into circulation, according
to press reports that the affected company

T The industry refers to corporate information systems as IT environments and to the systems that monitor and control physical pro-

cesses as OT (operational technology) environments.

2 Malicious software that encrypts an organization's data and keeps it unusable until a ransom is paid in exchange for the decryption

key.



never confirmed (Adaptix Networks, 2022).
All of this tends to be read as an adminis-
trative crisis, but it does not always stay
there, because when a company cannot
determine how far the intruder got, it
resorts to a preventive shutdown of opera-
tions, as happened in Denmark in 2023,
where twenty-two energy companies were
compromised through a vulnerability in a
supplier's equipment and several chose to
disconnect from data networks
(SektorCERT, 2023). This is far from excep-
tional: three out of every four ransomware
incidents handled in industrial environ-
ments end up degrading operations, and
one in four brings them to a complete halt
(Dragos, 2025). Stopping service, then,
does not require reaching the control
systems.

The next level reaches the control systems,
and there the incident stops being the
company's problem and becomes a supply
outage. In December 2015, attackers took
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control of three Ukrainian distribution com-
panies and opened breakers remotely, just
as an operator would have done, leaving
225,000 customers without electricity,
while a parallel attack flooded the call cen-
ter to keep those same customers from
reporting the outage. Restoration required
sending crews to operate the substations
by hand, because remote control had
stopped responding, and several communi-
cation devices were rendered useless after
their firmware® was wiped (Lee et al,
2016). A year later, the industrial malware*
known as Industroyer did away with the
human operator and spoke directly to sub-
station protocols on its own, cutting power
to part of Kyiv for about an hour
(Cherepanov, 2017). In 2022, an updated
version of the same program was detected
and neutralized hours before it was due to
run (CERT-UA, 2022; ESET Research, 2022).
The capability exists, has been proven in
the field, and continues to be refined.

® CONTROL SYSTEMS

Closed and real-time: they control the operation of the power grid.

AN ATTACK CAN
Open breakers from outside and cut off the power supply.
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Fig. 1. The two levels of a cyberattack against a distribution utility

The fact that the regional record is concen-
trated at the first level does not justify con-

cluding that the second is out of reach,
because until recently Latin America had

3 Software stored in the device's own memory that governs its basic operation. Unlike an application, it cannot easily be uninstalled or
reinstalled remotely: recovering it usually requires physical intervention on the device.

4 Term for any software designed to damage a system, alter its operation, or gain unauthorized access to it. Ransomware is one of its

variants.



no obligation to report incidents, and
where that obligation did appear, it came
after an attack had occurred in that same
country, so the available map describes the
state of regulation better than the state of
the threat. Nor, for the incidents that have
occurred in the region, is there any inde-
pendent investigation establishing whether
operations remained intact by design or
because the attacker was not prepared to
cross over. Rigor also calls for the opposite
caveat, since episodes attributed by the
press to cyberattacks turned out to be
operational failures, such as the blackout
that hit Argentina and Uruguay in 2019 (La
Tercera, 2019). What can be measured is
each company's capacity to contain an
attack before it reaches operations, and
that is the subject of Chapter 3.

The capability
exists, has been
proven in the field,
and continues to
be refined.
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CYBERSECURITY DIMENSIONS AND THE CURRENT

STATE OF THE SECTOR

A distribution utility's security is not
resolved on a single plane, nor does it
degrade uniformly, so a diagnosis that is
useful to the regulator first requires a com-
mon vocabulary. This chapter builds one
around five dimensions that structure the
problem, from the protection of the infra-
structure that operates the grid to the gov-
ernance that decides on and funds that
protection, and between them the capacity
to detect and respond, the exposure intro-
duced by third parties and the handling of
user data, and the people who sustain all
of the above. Each dimension is first
explained in its own terms and then illus-
trated with the self-reports that twenty-five
distribution utilities from ten Latin
American countries submitted to ADELAT's
Benchmarking Program, which therefore
reflect the position each company
attributes to itself rather than an external
verification of its controls. Since the pur-
pose of this diagnosis is to establish where
the sector has made progress, where it has
not, and how much of that depends on
decisions the company itself does not con-
trol, all information is presented anony-
mously and in aggregate form.

3.1. SECURITY OF THE
OPERATIONAL INFRASTRUCTURE

The distribution grid stopped being an
exclusively physical system when opera-
tions began to be carried out remotely.
Today a substation opens or closes a
breaker because it receives an instruction
that travels over a data network, and that
instruction cannot tell whether it was sent
by an operator or by someone who man-
aged to take their place. This is the layer
that Chapter 2 identified as the decisive
frontier, because before it the company still
decides whether to interrupt service, and

beyond it the attacker decides. For
decades its protection was organized
around a ring: the separation between the
operational network and the corporate net-
work. The regional diagnosis asked about
that ring, about the channels that must
cross it so that operations can be carried
out remotely, and about the devices
installed out in the territory, which belong
to the operational network but sit where no
perimeter reaches. The three answers
describe a slope that drops as protection
moves away from the control center, and
that follows the same order in which grid
modernization pushed operations outward.

The ring separates two networks that the
company needs to keep apart. The corpo-
rate network, which must be open to the
internet and to hundreds of users, carries
email, billing, and management systems.
The operational network carries the com-
mands that control the breakers. When the
two are one and the same, whoever opens
an infected file on an office computer is
connected to the control system with no
barrier in between, and segregation con-
sists of putting that barrier in place.
Fourteen of the 23 companies that
responded built it with industrial firewalls
and an intermediate zone, so that every-
thing crossing over passes through a
device capable of reading electrical proto-
cols and distinguishing a legitimate
instruction from one that is not, and
another three keep the operational network
isolated, with data that goes out but never
comes in. The remaining six rely on the
configuration of shared network equipment
or, in two cases, have no defined perimeter
at all.

The ring cannot be continuous, because
remote operation requires channels that



cross it. A substation without permanent
staff needs to be managed from else-
where, so these channels exist by design
rather than through negligence, and remote
access is what makes an extended grid
operable. The question, then, is not
whether they exist but who comes in
through them and with what record. The
most common mistake is treating the VPN®
as the solution, because it encrypts what
travels but does not verify who is on the
other end, and a stolen credential comes in

CORPORATE NETWORK

Open to the internet: email, billing, and customer management.

INTERNET

\ '\.\

Identity verification

Password

UPN

A 3
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N

External laptop
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Used to access the netwark and the control center.

center.

separate their networks with industrial firewalls
or strict isolation

74% 65%

BEMCHMARKING RDELAT

Fig. 2. The three fronts of the operational infrastructure

Field devices are, in practice, permanent
channels. A smart meter or a recloser
stays in constant communication with cen-
tral systems to report measurements and
receive commands, so each installed
device is a connection that is not opened
for a task and then closed, but lasts as
long as the device remains on the pole.
And these are not a few monitored open-
ings but thousands or millions of points on
poles and street cabinets, beyond the
reach of any perimeter. On the other side,

OPERATIONAL NETWORK

It carries the commands that open and close the breakers.

\ \ Control center

The grid is operated from here
and the meters connect to it

Remote access for operating from a
distance: it allows entry into the control

use strong identity verification for every
remote access to critical assets

BENCHMARKING ADELAT

through that same tunnel without raising
suspicion. Twelve companies already
require a second authentication factor,
which secures the entry but not what hap-
pens afterward. The end goal is for permis-
sion to be created for a specific task,
expire when the task ends, and be
recorded, so that between one job and the
next there is no standing access to steal,
and only one of the twenty companies that
responded has achieved it.

FIELD DEVICES

Meters and reclosers: thousands of permanent
connections outside any perimeter.

Recloser
Operated remotely.
Altered commands open or close the grid.

Smart meter
Always connected and in the thousands: each one is an entry point.

e tampered with.

2 1 o/ actively protect their field devices
0

BEMCHMARKING ADELAT

there is no person whose permissions can
be revoked, but a device whose identity
came from the factory and is usually the
same across the whole fleet, so taking one
down from a pole is enough to obtain them
all. Much of this equipment was installed
to last twenty or thirty years and cannot be
patched, so companies manage it through
containment rather than updates, as the
open-ended responses from across the
region describe. The end goal is for each
device to have its own identity and

5 VPN: Virtual private network. An encrypted channel that protects information while it travels over a public network but that, on its

own, does not verify the identity of whoever uses it.



encrypted communications, and only one
of the 19 companies that responded
reports having achieved it, while five still
use the manufacturer's default credentials.

Ranked by performance, the three fronts
are also ranked by the nature of their cost.
The ring, which is built once and can be
considered finished, is the best-resolved
front, with 74% of companies at an
advanced level. The channels, whose con-
trols are deployed once but only protect if
someone manages every addition, every
removal, and every permission every day,
fall back to 65%. And field devices, whose
cost depends not on how many people
must be managed but on how many
devices are installed, and which grows with
every smart metering program, drop to
21%. The sector's performance declines as
the cost stops looking like an investment
and starts looking like a permanent operat-
ing expense. That correlation points to
remuneration schemes, because tariff
frameworks recognize investment entering
the asset base with relative ease and treat
recurring expenditure as a cost to be
squeezed in the name of efficiency, so the
part of cybersecurity that is most needed
is also the part the regulatory model is
least able to pay for.

3.2. DETECTION AND RESPONSE
CAPABILITY

Monitoring consists of continuously exam-
ining the signals the infrastructure gener-
ates. A distribution utility's systems, both
corporate and operational, produce alerts
and logs at all times, and a security opera-
tions center (SOC) is the unit that watches
them, correlates them, and determines
which ones require a response. The utili-
ties' answers range from no monitoring at
all to a SOC specialized in the power sec-
tor, with analysts able to interpret grid oper-
ations as well as corporate systems, a level
reached by 4 of the 24 companies that
responded. The figure that defines the
region is at the other end: the 17% with no
active monitoring and the 29% that monitor

only the corporate network add up to 46%
of the sector that does not watch the oper-
ational network, so an intrusion there is
noticed only once it is already affecting
service. When that happens, what is mea-
sured is no longer detection but recovery,
how long the company takes to restore
supply and its systems, and that time is
decided before the incident, by the exis-
tence of a response plan that establishes
who decides, what is disconnected, and in
what order service is restored. The spec-
trum here separates two things that are
often confused, having the plan and having
rehearsed it, because a plan that has never
been tested is just a document, and its first
rehearsal ends up being the real incident.
Some 43% of companies validate theirs
with annual technical drills, the most
encouraging figure in this dimension, and
only one reports a plan coordinated with
national  cybersecurity or  defense
agencies.

Advanced analytics adds a different capa-
bility to monitoring: recognizing anomalous
behavior rather than already known
threats. The distinction matters because
the most serious attacks on power grids
do not depend on foreign code but on legit-
imate commands issued by someone who
should not have issued them. Faced with
an instruction that is valid in form, the bar-
rier has nothing to object to, and what
gives the intruder away is the context: a
breaker that opens at an unexplained hour,
or a sequence of switching operations that
no operator would carry out. An anomaly
detection system learns what normal grid
operation looks like and raises an alert
when something departs from it, and the
operational network is especially well
suited to this approach because its traffic
is repetitive and predictable, far more so
than corporate traffic, so anything unusual
stands out. The sector is already moving
toward this capability: of the 22 companies
that responded, 8 have it in place, with pro-
duction systems monitoring network traffic
and email, and another 5 are evaluating it
in pilots or proofs of concept, limited trials



designed to test its performance in their
own environment before extending it to
operations. At the top end, one company
reports predictive models protecting criti-
cal infrastructure.

What unites the three capabilities is that
none can be treated as a construction
project. Monitoring is a shift that never
ends, a plan is only as good as its last
rehearsal, and detection models are
retrained as the grid changes. There is
nothing here that can be built once, capital-
ized, and considered finished, and the mar-
ket itself confirms this: of the 13 compa-
nies with continuous monitoring of both
networks, 9 contract it as an outsourced

THE TIMELINE OF AN INCIDENT

Three capabilities built in sequence: watching the grid, rehearsing the recovery, anticipating the damage

service, that is, a monthly invoice rather
than an asset. Performance reflects this
difference: continuous monitoring of both
networks is achieved by 54% of compa-
nies, a rehearsed plan by 48%, and anom-
aly detection in operations by 41%, while
the separation between corporate and
operational networks, which is built once
and financed as an investment, reaches
74%. Outsourcing has already solved how
to provide these capabilities even for mid-
sized companies, so the barrier is neither
technological nor a matter of supply. What
remains unsolved is how to pay for them,
because a monitoring subscription is
exactly the kind of recurring expense that
tariff frameworks squeeze.

N

b
AN
MONITORING RECOVERY ANTICIPATION

A SOC (security operations center) watches and correlates
alerts from bath networks, around the clock.

HOW IT°S DONE HOW

Analysts and systems correlate alerts from both networks
in asingle center, with no blind shifts.
24/750C

Event correlation (SIEM) Respanse plan

The plan defines who decides, what is disconnected,
and in what order service is restored

A documented plan tested through technical drills, because
an unrehearsed plan is just a document.

Annual drills

Analytics recognizes anomalous switching operations
that look legitimate to the barriers.

ONE HOW IT'S DONE

Models that learn the grid's normal traffic and raise alerts
when operations deviate from it.
Predictive models

Backups Anomaly detection

Fig. 3. The capabilities that manage the timeline of an incident

3.3. THIRD PARTIES, CLOUD
SERVICES, AND DATA PROTECTION

A growing share of a distribution utility's
security and operations is carried out out-
side the company. Monitoring is contracted
as a service, systems are hosted in third-
party clouds, equipment arrives with its
manufacturer's software, and contractors
access the grid to maintain it, so the
company's exposure no longer ends at its

own infrastructure. That extension stopped
being a hypothesis in 2023, when twenty-
two Danish energy companies were com-
promised simultaneously through a vulner-
ability in equipment from the same sup-
plier. The weak point was not in any of their
defenses, but in a device they had all
bought. The diagnosis asked about the
three sides of this front: supply chain secu-
rity, the protection of customer data, and
the safeguarding of the company's own
information.



The supply chain matters because the
company inherits the security of everything
it buys. Every system acquired comes with
its manufacturer's software, every contrac-
tor connects with their own credentials,
and every cloud service in turn relies on
providers that the distribution utility neither
chose nor knows, an opacity the compa-
nies themselves describe as among their
greatest concerns in the diagnosis's open-
ended responses. Practices range from not
assessing risk in procurement at all to sub-
jecting every acquisition to technical vul-
nerability testing. Half of the companies
(12 of 24) are on the contractual rung, with
cybersecurity clauses and audit rights in
their contracts, and only one reports prior
technical validation. The difference
between the two rungs is the difference
between paper and verification, because a
clause assigns responsibilities and
enables audits but does not examine the
equipment being purchased, and the right
to audit only protects if it is exercised.

Data poses the same problem in two direc-
tions. Outward, the company holds the
consumption records of millions of cus-
tomers, which reveal routines and whether
people are at home, a harm that cannot be
undone once it occurs. Inward, it stores
information that is valuable to anyone pre-
paring an intrusion, the grid's maps, the
location of its equipment, and the configu-
ration of its systems, which in the wrong
hands become the map of the attack. On
the first front, 57% of companies report
aligning with local data protection law and
only 26% add encryption and strict access
controls to their commercial databases. On
the second, half rely on blocking ports and
peripherals, a physical control for a prob-
lem that is no longer physical, and 6 of 21
maintain active monitoring of how their
sensitive information circulates. On both
fronts, most companies stop where the
legal obligation ends, and measures that
go beyond that minimum, encrypting data-
bases and monitoring what information
leaves and through which channels, remain
the exception.

The three sides of this front rest on instru-
ments that are exercised once: the clause
is signed, the declaration is requested, the
law is complied with, and once exercised
they can be considered done. Verifying, by
contrast, is a permanent task, auditing the
supplier, encrypting databases, monitoring
the information in circulation, and that is
where the sector stops: half of the compa-
nies secure by contract what only one
checks in the field, and most protect their
customers' data as far as the law requires
while encryption remains the exception.
The regulatory reading has two sides. The
first repeats that of the rest of the chapter:
the effort that gets postponed is always
the permanent one. The second is new,
because personal data protection is the
front where the legal obligation arrived first
and in more countries of the region, and it
is also the only one where most companies
converge on a common standard. Where
there was regulation, there was a floor;
where there is none, protection is left to
each company's discretion.

3.4. ORGANIZATIONAL CULTURE
AND SPECIALIZED TALENT

The barriers, monitoring systems, and con-
tracts covered in this chapter share one
condition: someone configures and man-
ages all of them. That dependence has two
sides. The first spans the entire organiza-
tion, because any employee with an email
account is a point of entry, and the fraudu-
lent message that obtains a password
remains one of the most frequent starting
points of an attack. The second is nar-
rower and scarcer. defense systems
require specialists who understand both IT
security and power system operations. The
diagnosis asked about both, awareness
among staff as a whole and the availability
of that specialized talent.

Awareness means preparing all staff, not
just technical staff, to recognize deception
attempts that arrive through everyday
channels: email, messaging, a phone call.
Training ranges from none at all to a secu-



rity culture measured with indicators by
area, and in between lies the distinction
that matters, the difference between
informing and training. Occasional talks
inform, but the habit of distrust is acquired
through practice, which is why today's
standard is phishing® simulations, fraudu-
lent emails that the company itself sends

to its staff to measure who opens them
and to reinforce those who fall for them.
Some 44% of companies already run
annual programs with this type of exercise
and an additional 12% report a continuous
culture with behavioral indicators, while the
remaining 44% are split between occa-
sional talks and no program at all.

THE HUMAN DIMENSION

The entire security architecture is configured, operated, and breached by people.

AWARENESS

Most attacks do not begin by forcing a system, but by deceiving
a person into handing over their access.

HOW IT'S DONE

The company attacks itself: it sends practice phishing emails, measures who
falls for thern, retrains that person, and repeats until distrust becomes a habit.

Phishing simulations Annual programs Indicators by area

INFORM
occasional talks: the
o

forgotten
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L]
train their staff with phishing simulations on their own
email accounts
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periodic simulations:
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heard and cultu managed as
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Fig. 4. The human dimension: awareness and talent

Specialized talent is where the diagnosis
delivers its most uniform result. Securing a
power grid requires a dual profile, someone
who understands the protocols and timing
of operations and, at the same time, IT
attack and defense techniques, a combina-
tion that is scarce in labor markets world-
wide and that other industries compete for
with higher salaries. The responses reflect
this without nuance: 17 of the 25 compa-
nies, or 68%, report the same situation, a
stable team but with knowledge gaps in
specific areas, operational technology

SPECIALIZED TALENT

Defending a power grid requires mastering two trades at once, and every
industry competes for that profile.

HOW IT'S DONE

That profile cannot be hired ready-made: an operations engineer is trained in
security, or vice versa, and given a career path to retain them

Retention In-house training

By

Dual profile

The gap that levels the sector:
no company reports it as solved.

68%

report knowledge gaps in operational technology; none
considers the issue solved

BENCHMARKING ADELAT

among the first, and none reports having
the profile it needs fully covered. The
remaining 8 are further behind, 5 with no
specialized staff and 3 with critical difficul-
ties retaining the staff they have. It is the
most concentrated response in the entire
benchmarking.

Both sides share the same economics.
Training only works if it is repeated,
because this year's exercise does not pro-
tect against next year's scam, and the spe-
cialist is paid every month in a market that

6 Phishing: An email or message that impersonates a legitimate sender to induce the recipient to hand over their credentials or run a

malicious file.



competes for them, so both are pure per-
manent expenditure, with no asset to show
in return. The only difference lies in talent,
whose scarcity is not a problem of each
company but of the market, which is why it
is one of the few gaps in this diagnosis
that a company's own budget cannot
close.

3.5. GOVERNANCE, BUDGET, AND
THE ROLE OF THE BOARD

The four previous dimensions have some-
thing in common: none can be sustained
by a single decision. Renewing controls,
maintaining monitoring shifts, auditing
suppliers, and retaining specialists require
approvals that recur every year, and that
continuity exists only when security has its
own place in the company's governance.
The diagnosis examined that place on
three levels: who is accountable for secu-
rity and to whom, what resources it has,
and what method is used to manage it.

The first level is accountability, and the
responses fall into four rungs according to
how much autonomy security has and to
whom it reports. On the lowest, there is no
formal assignment, a situation that applies
to a single company. On the second,
responsibility is delegated to the head of
information technology, and almost half
the sector is still there, 12 of the 25 compa-
nies. On the third, there is already a dedi-
cated position, a security head or manager
who still reports within the technology
area, with 6 companies. And on the high-
est, which another 6 reach, there is a CISO,
the executive who reports directly to gen-
eral management or the board. Moving up
matters because each rung brings security
closer to the decision-makers: whoever
reports within technology competes for the
technology budget and reaches the board
with a filtered message, while the CISO
defends their spending without intermedi-
aries. The picture is completed by how
often the board takes up the subject: 8 of
the 22 companies that responded only
hear reports after a serious incident, when

there is nothing left to decide except how
much it cost, 10 include it twice a year in
their corporate risk matrix, and only one
maintains quarterly reporting with indica-
tors. In short, the region has created the
position but has not yet given it rank: half
of the companies treat cybersecurity as
just another IT function, and only one in
four gives it a seat where decisions are
made.

The second level is the budget, and what
the diagnosis reveals is not a problem of
size but of visibility. In 6 of the 20 compa-
nies that responded, cybersecurity spend-
ing does not exist as a dedicated budget
line but is spread across other accounts,
and spending without a line of its own is
neither planned nor defended: it is negoti-
ated every year against everything else and
is the first to give way when the budget is
cut. The evidence that the condition is the
budget line and not the amount lies in the
others: of the 14 that did set the spending
apart, 12 already allocate at least 3% of
their technology budget to it. When secu-
rity manages to exist as a line item, fund-
ing follows. Outside the company the prob-
lem repeats itself: the tariff does not set
that spending apart either. What is not
identified separately does not get funded.

The third level is method, and here the sec-
tor shows more progress than it is usually
credited with. Seven companies operate
with current certification or external audits
under international standards, and half
already measure their performance with
operational indicators: how long it takes to
detect an intrusion, how long to respond.
What is missing lies at the end of the
chain, in risk quantification, because trans-
lating the probability and impact of an
attack into economic terms is a practice
reported by only one of the 23 companies
that responded. The rest assess their risk
with qualitative matrices and scales, useful
for setting internal priorities but silent
before those who decide with numbers.
That pending translation explains much of
this dimension, because a board compares
investments in money, and a risk that is not



expressed in money competes for budget
as an act of faith. And what holds for the
board holds for the regulator, which cannot
recognize in the tariff a cost that the indus-
try itself does not yet quantify.

The three levels tell the same story at dif-
ferent heights. Security already has a posi-
tion but rarely rank, already has spending
but often without a budget line, and already
has a method but does not yet speak the
language in which investments are
decided. None of this is accidental,
because the four previous dimensions
showed that the sector's gaps are concen-
trated where protection requires perma-
nent expenditure, and permanent expendi-
ture survives only if someone with author-
ity approves it every year, with a budget line
from which to defend it and a risk figure to
justify it. That is why a distribution utility's
technical maturity never stays far ahead of
the governance that funds it for long. But
internal governance has a limit that this
chapter makes clear: it can decide to
spend, but it cannot decide that the spend-
ing will be recognized in the tariff. That
decision belongs to the regulator, and it is
the subject of the chapters that follow.

When security
manages to exist
as a line item,
funding follows.
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THE REGULATORY RESPONSE IN LATIN AMERICA

Against a backdrop of uneven maturity, in
which companies' technical progress still
lacks the governance and funding to sus-
tain it over time, the region's regulatory
frameworks have begun to move, albeit at
different speeds and with different
approaches across countries. This chapter
examines how the Latin American regula-
tory environment is responding to cyberse-
curity risks in the electricity sector.

Chapter 3 documented maturity that is
uneven and, above all, incomplete: compa-
nies are making progress on technical con-
trols, but that capacity is not underpinned
by formal governance, a dedicated budget,
or economic recognition. The question
now is what regulation is doing about that
gap. This chapter sets aside the diagnosis
of the companies, already covered, and
examines the diagnosis of the rules: what
regulatory instruments exist in the region
today, whom they bind, what they require,
and above all whether they recognize the
cost of complying with them. The first sec-
tion maps the regional regulatory land-
scape as a whole and sets out the tensions
that arise when regulation moves at a dif-
ferent pace from the operational capacity
of the companies it must regulate. The
second section breaks that landscape
down country by country, highlighting how
cases such as Brazil and Chile, pioneers in
establishing binding sector obligations,
coexist with very different operational reali-
ties, and how other countries in the sample
are still moving forward on the basis of
general frameworks that do not always
reach private or cooperative electricity
distribution.

4.1. THE CONTEXT

Of the countries analyzed, three currently
have a binding and enforceable sector-spe-
cific electricity cybersecurity obligation for
distribution: Brazil and Chile through law
and state regulation, and Colombia through
a mandatory agreement of the system
operator, without the need for a general
cybersecurity law. The rest of the sample
relies on general cybersecurity frame-
works, on schemes limited to the public
sector, or lacks dedicated regulation alto-
gether. That asymmetry, three countries
with a firm sector obligation and eight with-
out one, is the first fact that any regulatory
proposal must take as its starting point,
and it is detailed country by country in the
following section.

The region shares, without exception, the
same gap: none of the regulatory frame-
works recognizes cybersecurity as an
explicit, stand-alone tariff line item. Where
the obligation exists, the cost of complying
with it is diluted across generic operating,
maintenance, or investment items. This is
the most relevant regulatory tension for an
association of distribution utilities,
because it means that regulation can
require a control without yet opening the
way to fund it.

A second tension arises between the tech-
nical requirement and its regulatory recog-
nition. Chile is the country that has gone
furthest in building the regulatory appara-
tus, with a framework law, an enforcement
agency, a national CSIRT’, and its own elec-
tricity technical standard, all in less than
two years (2024-2026), but that same
framework does not yet provide for tariff
recognition of the investments it requires.

7 CSIRT: Computer Security Incident Response Team, a specialized team that receives incident reports, coordinates the response, and

disseminates alerts among the organizations it serves.



Technical compliance, in other words, can
become mandatory before the economic
regulation needed to sustain it exists.

A third tension concerns sequencing: sec-
tor regulation can arrive before the opera-
tional capacity of those it binds. Brazil was
the first country in the region to issue a
binding sector-specific electricity regula-
tion (ANEEL 964/2021, in force since
2022), but it applies it uniformly to distribu-
tion utilities of very different sizes and
capabilities, without adjusting the pace of
the requirements to the size of the regu-
lated company. It is the opposite regulatory
risk to Chile's: while there the institutional
architecture runs ahead of funding, in
Brazil the obligation runs ahead of the
smaller companies' capacity to comply
with it.

These three tensions, the universal tariff
gap, technical requirements without fund-
ing, and regulation without differentiation
by capacity, are not evenly distributed
across the eleven countries. Latin America
is not moving at the same pace on electric-
ity cybersecurity, but neither is it moving in
unrelated directions. A look at the eleven
countries analyzed reveals three groups
with distinct profiles: a mature core made
up of Brazil, Chile, and Colombia, where
sector regulation already binds distribution
utilities; an intermediate group, Peru,
Argentina, and Ecuador, which in just two
years built national institutions that have
not yet fully reached the electricity sector;
and an early-stage group, Costa Rica, El
Salvador, Guatemala, Bolivia, and Paraguay,
which is only beginning to discuss who
should govern the issue.

The most revealing point, however, is not
the distance between these groups but

what they all have in common. No country
in the region, not even the most advanced,
recognizes cybersecurity as an explicit,
stand-alone tariff line item. Costs, where
they exist, are diluted across generic oper-
ating, maintenance, or investment plan
items. It is by far the most relevant finding:
the legal framework is advancing, but the
economic framework that should sustain it
does not yet exist anywhere.

The comparative table yields five findings
worth establishing before the country-by-
country review:

« Complete absence of a cybersecurity
tariff line item. In none of the eleven
countries does cybersecurity appear as
an explicitly recognized, stand-alone
tariff component.

A sector-specific electricity obligation is
clear and mature only in Brazil, Chile,
and Colombia, where the regulation
expressly mentions distribution utilities
and sets deadlines or a penalty regime.

« A truly active penalty regime exists only
in Chile, with fines for operators of vital
importance of up to 40,000 UTM
(Chilean monthly tax units) since March
2025.

« The obligation to report incidents now
also extends to Peru and Ecuador,
although in both cases without a fully
enforceable penalty regime yet.

« Almost every country has a national
CSIRT (Computer Security Incident
Response Team), but only Colombia
has a formal electricity-sector CSIRT; in
Chile, the role is performed de facto by
the specialized unit of the CEN
(National Electricity Coordinator).



4.2. DEVELOPMENTS BY COUNTRY

Country

Brazil

Chile

Colombia

Argentina

Peru

Ecuador

Costa Rica

Sector-specific electricity

cybersecurity regulation?

Yes — ANEEL Normative
Resolution (REN)
964/2021, with active
enforcement since
Feb/2025 (Despacho 427:
periodic submission of
monitoring data)

Yes — Law 21,663/2024 +
CEN Cybersecurity
Standard (based on NERC
CIP, 2022); NTSyCS
(Technical Standard for
Security and Quality of
Service) of the CNE

Yes — CNO Cybersecurity
Guide, Agreement
1960/2025, with a risk-
based approach and
phased deadlines through
2028

No — no ENRE regulation;
Administrative Decision
641/2021 and Provision
1/2026 of the new National
Cybersecurity Center apply
only to the National Public
Sector

No - no dedicated
regulation, only related
technical standards that
reference NERC CIP
(SCADA and availability)

Yes, since 2026 — Organic
Law for the Strengthening
of Cybersecurity

No — no sector-specific
electricity regulation

Covers
distribution?

Yes —
concessionaires,
permit holders,
authorized entities,
and other agents
(G, T, D, system
operation, and
retail)

Yes — G, T,and D
classified as
essential services;
covers the entire
chain, including the
CEN itself

Yes — mandatory
for G, T, D, and the
operator of the SIN
(National
Interconnected
System)

Not directly
applicable (private
distribution utilities
not bound)

Partial — the related
standards cover
SCADA and
availability, without
constituting
cybersecurity
regulation as such

Partial — energy
recognized as an
essential sector,
with actual
classification
expected between
Nov/2026 and
May/2027

Not applicable

Incident reporting
obligation?

Yes - notification to
the sector
coordination team as
soon as the incident
becomes known, with
analysis of cause,
impact, and
mitigation

Yes — Art. 9 of Law
21,663: early warning
within 3 h, initial
report within 72 h,
final report within 15
days (Decree 295)

Yes - CNO
Agreement 2088
(Nov/2025)

No - no fixed legal
deadline or penalty
regime for private

distribution utilities

Yes — Supreme
Decree 126-2025-
PCM (regulations
implementing
Emergency Decree
007-2020), in force
since Feb/2026, sets
48 h to notify the
CNSD; penalty regime
still pending

Yes - 72h
notification obligation
already in force, with
no designated sector
oversight body; full
penalty regime
enforceable within 24
months

No - Directive 133-
MP-MICITT requires
reporting to CSIRT-CR
only within the central
public administration

National or sector
CSIRT?

National CSIRT
(CTIR Gov); no
formal dedicated
electricity-sector
CSIRT

Yes — National
CSIRT + Defense
CSIRT; in the
electricity sector,
the CEN's
Cybersecurity Unit
acts de facto as
the sector team.

Yes — colCERT
(national CSIRT;
Decree 338/2022)
+ electricity-sector
CSIRT

Partial — CERT.ar
(national CSIRT)

Yes — PECERT
(national CSIRT,
operated by the
National Digital
Security Center); no
formal electricity-
sector CSIRT

Yes — National
CSIRT with
operational
autonomy, not yet
formally linked to
the electricity
sector

Yes — CSIRT-CR
(national,
operational)

Investments
recognized in
tariffs?

Not identified —
no explicit,
stand-alone
tariff line item

No — no explicit,
stand-alone
tariff
recognition;
costs absorbed
under general
operating and
investment
regulation

No - CREG
Resolution 101-
001/2022 treats
smart metering
cybersecurity as
a technical
obligation

No - no tariff
recognition in
the ENRE

methodology

Partial and case-
by-case - no
structured tariff
recognition

No -
methodology
structured
around physical
assets, with no
equivalent
category for
digital protection

Not identified



Country

El
Salvador

Guatemala

Bolivia

Paraguay

Sector-specific electricity
cybersecurity regulation?

Partial — Decree 143/2024
covers critical
infrastructure (including
energy); no specific
regulation of its own

No - no general law in
force; Initiative 6347 under
consideration, subject to
public debate and not yet
approved

No - no general law or

approved national strategy.

No — no dedicated sector-
specific electricity

Covers
distribution?

Yes, in principle
(pending technical
guidelines)

Not applicable

Not applicable

Not applicable

Incident reporting
obligation?

Depends on future
regulations by the
ACE

No - no legal

reporting obligation in

force

No - no defined
deadline or penalty
regime

Not identified

National or sector
CSIRT?

Yes — State
Cybersecurity
Agency (national);
no electricity-
sector CSIRT
identified

No - no
consolidated
national CSIRT; no
electricity-sector
CSIRT

Partial — CSIRT-BO
(national CSIRT);
no electricity-
sector CSIRT

Yes — CERT-PY
(national); no

Investments

recognized in
tariffs?

Not identified

There is no
explicit tariff
recognition
mechanism for
cybersecurity
investments and
recurring
expenditure.

Not identified

Not identified

regulation

electricity-sector
CSIRT

Table 4.1. Electricity cybersecurity regulatory framework by country.

The mature core: Brazil, Chile, and
Colombia. These three countries reached
regulatory maturity by different paths, and
therein lies part of their interest. Brazil did
so in the most direct way: the electricity
regulator, ANEEL (Agéncia Nacional de
Energia Elétrica), issued its own normative
resolution (964/2021) and today actively
enforces compliance, requiring periodic
submission of maturity and risk data since
2025. Chile combined a national frame-
work law, Law 21,663, in force since March
2025, with a real penalty regime and fines
of up to 40,000 UTM, with its own technical
standard that the National Electricity
Coordinator (CEN) has been applying since
2020, inspired by the North American

NERC CIP (North American Electric
Reliability Corporation - Critical
Infrastructure  Protection)  standards.

Colombia, by contrast, achieved compara-
ble sector development without a general
cybersecurity law: the National Operation
Council (CNO), drawing on its own rule-
making authority, built a mandatory guide
for the entire electricity chain and, in
November 2025, its own sector CSIRT.

That last observation, a country without a
national framework that nevertheless leads
in sector maturity, is perhaps the most
interesting parallel within the group: it
shows that self-regulation by a system
operator with rulemaking authority can
move faster than a general law, and that
both paths sooner or later converge on
similar results: coverage of the entire
chain, defined reporting deadlines, and a
CSIRT dedicated to the sector.

Even so, none of the three has resolved the
tariff knot. Brazil leaves open the possibil-
ity that ANEEL may consider cost recogni-
tion in the future; Chile and Colombia, for
now, do not contemplate it at all.

The intermediate group and the 2025-
2026 window. Peru, Argentina, and
Ecuador reorganized their cybersecurity
institutions at almost the same time, in the
final stretch of 2025 and the beginning of
2026. Argentina created its National
Cybersecurity Center by a decree of neces-
sity and urgency on December 31, 2025, in
force since January 2026. Peru, after five



years of partial application, finally issued
implementing regulations  for its
Emergency Decree 007-2020, published in
November 2025 and in force since
February 2026, setting a 48-hour deadline
for reporting incidents. In the same period,
Ecuador approved its first comprehensive
organic law on cybersecurity. Even Bolivia,
which is at an earlier stage of institutional
development, moved its institutions during
that same period: Supreme Decree 5519,
of January 2026, transferred digital certifi-
cation responsibilities from ADSIB to
AGETIC.

That timing, four countries reforming their
institutional architecture within a window
of just three months, suggests more than
coincidence: it probably responds to a
common regional pressure, whether regu-
latory, geopolitical, or stemming from
recent incidents, that pushed several gov-
ernments to act almost in unison.

What has not yet happened, in any of the
three intermediate countries, is for those
national institutions to reach the electricity
sector. In Peru, the regulator Osinergmin
and the system operator COES still lack
cybersecurity regulation as such, relying
only on technical references to NERC CIP,
the same standard that inspired Chile's
CEN. In Argentina, the regulations in force
apply only to the National Public Sector
and do not bind private distribution utilities
unless they adhere voluntarily. In Ecuador,
the law already recognizes electricity as an
essential service, but the actual classifica-
tion of which assets and companies will be
subject to the regime will only take place
between November 2026 and May 2027.

The early-stage group: between strategy
and regulation yet to be built. Costa Rica,
El Salvador, Guatemala, Bolivia, and
Paraguay share a common trait: none yet
has dedicated sector-specific electricity
regulation. But even here there are parallels
worth noting. Costa Rica and El Salvador
are following the same path: a bill that
would create a national cybersecurity
agency. In Costa Rica, Legislative File

23,292 has been under consideration since
August 2022 and explicitly provides for the
future agency to coordinate with sector
regulators such as ARESEP. El Salvador
has already crossed that line, as its Decree
143/2024 created the State Cybersecurity
Agency, but application to the electricity
sector is still awaiting technical guidelines
that the agency itself has not yet issued. It
is, in a way, the same story told at two dif-
ferent moments.

Another parallel links Chile, EI Salvador,
and Ecuador, countries otherwise far apart
in maturity: all three approved their cyber-
security law almost simultaneously with a
personal data protection law, Chile with
Law 21,719, El Salvador with Decree 144
(the twin of Decree 143), and Ecuador with
its Organic Law on Personal Data
Protection. This duplication is no accident:
the two subjects share triggering events (a
data breach is usually also a cyber inci-
dent), and in several countries it already
creates a concrete risk of duplicate report-
ing to different authorities, something
Ecuador's own law expressly points out.

Paraguay deserves a separate mention
because of its structural uniqueness: since
it has no independent electricity regulator,
as the system is operated by the vertically
integrated state-owned company ANDE, it
makes no sense even to ask about tariff
recognition, because there is no regulated
tariff review process to which such recog-
nition could apply. It is the only one of the
eleven countries where the tariff gap is not
a regulatory omission but a direct conse-
quence of the sector's institutional design.

Within this group, Guatemala and Bolivia
are at an earlier stage of institutional devel-
opment: neither has an approved general
law, a fully consolidated national CSIRT, or
a classification of critical infrastructure.
Guatemala also has a particularity of its
own: its bill (Initiative 6347) is the subject
of public debate, with no consensus yet on
which body should govern the issue.



Beyond the maturity groups, the region's
body of regulation reveals some patterns
that recur from one country to another.

1. The 2025-2026 window. Colombia
(CNO Agreement 2088, Nov/2025),

Peru (regulations implementing
Emergency Decree 007-2020,
Nov/2025, in force  Feb/2026),

Argentina (creation of the National
Cybersecurity Center, Dec/2025, in
force Jan/2026), and Bolivia (transfer
of functions to AGETIC, Jan/2026)
reformed their institutions within just
three months. It is the clearest sign that
the issue gained political urgency
simultaneously in governments that, in
almost everything else, move at differ-
ent speeds.

2. A borrowed standard as a technical
anchor. The North American NERC CIP
standards appear as a technical refer-
ence both in Chile's CEN standard
(2020) and in the related technical stan-
dards of Peru's electricity sector. No
other international standard recurs as
often in the texts analyzed, which sug-
gests a path of de facto technical con-
vergence, even where there is no legal
convergence.

3. Twin laws: cybersecurity and personal
data. Chile, El Salvador, and Ecuador
approved their cybersecurity law
together with a personal data protec-
tion law, almost as a single package.
That regulatory proximity multiplies
notification obligations for a single inci-
dent and foreshadows an institutional
coordination problem that no country
has yet fully resolved.

4. National CSIRTs almost universal, elec-
tricity CSIRTs almost nonexistent. Ten
of the eleven countries have an opera-

tional national CSIRT (CTIR Gov, CSIRT
Nacional/Chile, =~ colCERT, @ CERT.ar,
PECERT, CSIRT Ecuador, CSIRT-CR,
CSIRT-BO, CERT-PY; El Salvador is the
visible exception, with its incident reg-
istry under the ACE). But a CSIRT dedi-
cated to the electricity sector exists on
a fully formal basis only in Colombia;
Chile has one de facto through the CEN.
The rest of the region still depends on
generic teams for incidents that, by
their nature, require specific operational
knowledge of substations, SCADAS, and
remote control.

5. The tariff gap, without exception. It is
the only point on which the eleven coun-
tries agree without qualification: in none
of them is cybersecurity an explicit,
stand-alone tariff line item for remuner-
ated cost or investment. Even where the
legal framework is most demanding, in
Chile and Colombia, the funding of
these obligations still lacks a formal
path to recognition.

The regional landscape allows a twofold
reading. On the one hand, there is real reg-
ulatory movement, in several cases coordi-
nated in time: the 2025-2026 window
shows that several governments are taking
the issue seriously almost simultaneously,
and the three most mature countries
already cover distribution utilities with con-
crete reporting obligations and, at least in
Chile, effective penalties. On the other
hand, the entire region shares the same
blind spot: tariff design has not evolved at
the same pace as regulatory design. Until
that changes, distribution utilities will con-
tinue to invest in cybersecurity with no for-
mal way to recover that cost, a gap that
sooner or later will have to be closed in
every country, not only in those at an earlier
stage.

8 SCADA: Supervisory Control and Data Acquisition, a system that remotely monitors and controls power grid equipment from a con-

trol center.
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INTERNATIONAL REGULATORY APPROACHES AND

BEST PRACTICES

The previous chapter finds that electricity
cybersecurity regulation is moving in Latin
America, but unevenly, with scattered
instruments and without resolving who
pays to protect a grid that regulation itself
requires to be digitalized.

This chapter reviews six jurisdictions that
have been regulating the cybersecurity of
their power systems for between six and
eighteen years: the United States, the

European Union, the United Kingdom,
Australia, the Canadian province of Ontario,
and India. It is important to note that the
benchmarks examined rest on institutional
assumptions that do not always hold in the
region: regulators with their own technical
capacity to audit industrial cybersecurity,
consolidated national cybersecurity agen-
cies, and tariff frameworks with periodic
reviews in which a new line item can actu-
ally be included.

To keep the comparison useful and prevent
it from becoming a catalog, each jurisdic-
tion is examined through the same four
questions: (i) What does it require?
Whether the obligation is a verifiable tech-
nical control, a management system, or an
assessed maturity level; whether it is vol-
untary or mandatory, and what the conse-
quences of non-compliance are; (i) Whom
does it cover? Whether it covers only the
transmission system or distribution as
well, and by what criterion the obligated
universe is defined: size, criticality, impact,
or number of customers; (iii) How is it
funded? What instrument recognizes the
cost of compliance: a tariff line item, an
incentive, a regulatory asset, a business
case, or none; (iv) How is it scaled? The
proportionality mechanism that allows a
rural cooperative and a large group to

coexist under the same rule without the
former being shut out or the latter under-
regulated.

Electricity cybersecurity regulation in the
developed world was born looking at the
transmission system. The United States,
the European Union, and Australia built
their frameworks around the systemic risk
of the bulk power system, and distribution
came in later, partially, belatedly, or indi-
rectly. Only three of the six cases reviewed
were written explicitly with distribution utili-
ties in mind, and two of them date from the
last three years. For Latin America, this has
an encouraging reading: the region is not
arriving late to a consolidated model,
because the regulatory model for distribu-
tion is still being written everywhere.



5.1. UNITED STATES: MANDATORY
FEDERAL RULES FOR THE BULK
POWER SYSTEM, VOLUNTARY
STATE APPROACHES FOR
DISTRIBUTION

U.S. electricity regulation divides authority
by segment rather than by territory. The
Federal Energy Regulatory Commission
has jurisdiction over interstate transmis-
sion and wholesale electricity sales, while
distribution and retail supply fall under
each state's regulatory commission. That
division, which predates any discussion of
cybersecurity, determines the scope of the
federal regime and explains why the coun-
try with the world's strictest requirements
for the bulk power system lacks a single
mandatory framework for distribution.

The second particularity is institutional.
After the 2003 Northeast blackout, federal
legislation created the figure of the Electric
Reliability Organization: a private entity cer-
tified by the federal regulator, with authority
to propose standards that, once approved,
become mandatory for all users, owners,
and operators of the bulk power system.
The designated organization, NERC, issues
the standards and verifies compliance
through regional entities that audit more
than a thousand registered entities. It is a
co-regulation model: industry drafts the
technical standard, the regulator approves
it and gives it binding force, and penalties
are public.

NERC CIP: mandatory, auditable, and
enforceable standards

In 2008, the Commission approved the first
family of critical infrastructure protection
standards, known as NERC CIP. The set is
organized by subject and has grown con-
tinuously for almost two decades. It starts
with the identification and categorization
of the bulk power system's cyber systems

and from there sets out requirements on
security management controls, personnel
and training, electronic security perimeters,
physical security of cyber assets, systems
and patch management, incident reporting
and response planning, recovery plans,
change management and vulnerability
assessments, information protection, and,
since 2020, supply chain risk management.

These are not best practice guidelines but
enforceable standards. Compliance is veri-
fied through periodic audits conducted by
the regional entities, complemented by the
obligation to self-report violations and to
submit mitigation plans, and backed by
civil penalties that can reach the order of
USD 1.5 million per day per violation.
Penalties are also public: case files and
amounts are published, so reputational
cost is added to economic cost.

Proportionality is built into the design
itself. Each cyber system is categorized
into three impact levels, high, medium, and
low, according to the consequences its
compromise would have on the system,
and the set of applicable requirements
depends on that categorization rather than
on the size of the company that operates
it. A large control center and a minor facil-
ity are subject to different requirements
even if they belong to the same company.

The most recent developments confirm the
shift of defense toward the inside of the
network. In June 2025, the Commission
approved standard CIP-015, which requires
monitoring of traffic within electronic secu-
rity perimeters and not only at their edges,
with phased deadlines of thirty-six months
for control centers and sixty months for
the remaining applicable assets. The
stated rationale is that perimeter defenses
do not detect an attacker who has already
obtained legitimate access, and that recog-
nizing lateral movement® in time is the only
way to limit the damage.

9 Lateral movement: An attacker's progression from the system through which they gained entry to other systems in the same organi-

zation, exploiting legitimate access and credentials.



Order 893 and the calibration of incentives

The most relevant U.S. precedent on fund-
ing arose from a legislative mandate. The
2021 infrastructure law added a section to
the Federal Power Act directing the
Commission to establish, through a rule-
making, incentive-based rate treatment for
investments in advanced cybersecurity.
The result was Order 893, of April 2023.

The design recognizes two things. The first
is that cybersecurity has a substantial
recurring expenditure component and not
only an investment component: eligible
items include operation and maintenance
expenses, labor costs, implementation,
network monitoring, training, and certain
services contracted on a subscription
basis. The second is that effort beyond
mandatory compliance deserves differenti-
ated recognition, so the incentive is
reserved for voluntary investments that
materially improve security posture and are
not already required by the CIP standards.

In the end, only one instrument was
approved: a cybersecurity regulatory asset
that allows those costs to be deferred,
included in the rate base, and earn a return
on the unamortized portion, with an amor-
tization period of up to five years. The origi-
nal proposal also included an adder to the
allowed return, which the Commission dis-
carded in the final rule. Access was struc-
tured around a list of pre-approved items
that was reduced to two: participation in
the federal threat information sharing pro-
gram and the deployment of internal net-
work security monitoring.

More than a year after it took effect, no
application had been filed. Industry ana-
lysts point to a combination of an overly
narrow pre-approved list, a procedure
requiring a specific rate filing open to chal-
lenge by third parties, and a benefit that,
for most companies, did not offset that
administrative cost. The case is useful pre-
cisely for that reason: it shows that tariff
recognition of cybersecurity is not

achieved by the instrument's existence but
by its calibration.

The distribution gap and the NARUC-DOE
response

The scope of NERC CIP is the bulk power
system. Distribution remains under the
authority of state regulators, with markedly
heterogeneous results: some states have
developed their own requirements or spe-
cialized oversight arrangements, others
include cybersecurity as a criterion within
ordinary rate proceedings, and others have
not legislated on the matter.

In the face of this dispersion, the response
was not a federal standard but a reference
product developed through a public-private
process. In February 2024, the national
association of state utility regulators
(NARUC) and the Department of Energy
(DOE) published a set of cybersecurity
baselines for distribution systems and the
distributed energy resources connected to
them, prepared by a steering group made
up of state regulators, distribution utilities,
operators and aggregators of distributed
resources, and security experts.

The product is not a standard. It is a base-
line aimed at three different audiences,
state commissions, distribution utilities,
and operators of distributed resources, and
its stated goal is alignment among the
states that choose to adopt it, whatever
route they take to do so. A second phase,
carried out during 2025, produced imple-
mentation guides focused on the two prob-
lems that experience showed to be critical:
defining the universe of assets to be con-
sidered and prioritizing among the baseline
measures, with differentiated paths
depending on whether adoption is volun-
tary or mandatory and on each company's
size, ownership, and maturity.

5.2. EUROPEAN UNION: FROM
HORIZONTAL LEGISLATIONTO A
SECTOR-SPECIFIC NETWORK CODE

European electricity cybersecurity regula-



tion is built on two legal instruments of a
different nature. Directives set objectives
and must be transposed into each member
state's legislation, which introduces vari-
ability and time, while regulations apply
directly and uniformly. Cybersecurity in the
European electricity sector came to be gov-
erned by both: a cross-cutting directive
covering all critical sectors and a sector
regulation that applies directly to
electricity.

The second particularity is the instrument
chosen for the sector level. Network codes
are the mechanism through which the
Union harmonizes the technical rules of
the internal electricity market, covering
connection, operation, balancing, and
capacity management, and they are devel-
oped through a procedure involving the
Commission, the Agency for the
Cooperation of Energy Regulators, the
European Network of Transmission System
Operators, and the EU DSO Entity. The fact
that cybersecurity was incorporated
through this route means that it is treated
as a condition of system operation, on the
same footing as frequency or balancing
rules, and that its technical development is
carried out by the same actors that operate
the grid.

NIS2 and the Network Code: two
regulatory layers

The 2022 directive on the security of net-
work and information systems, known as
NIS2, sets the common floor. It covers enti-
ties considered essential, including those
in the energy sector, and requires them to
manage risk, notify incidents within short
deadlines, secure their supply chain, and
make their management bodies account-
able for overseeing these measures, with
penalty regimes that each member state
must establish.

Its implementation illustrates a sequencing
problem worth noting. Transposition into
national law progressed unevenly relative
to the planned deadline, and since the sec-
tor code relies on definitions, authorities,

and procedures created by the directive,
that delay also held back its effective appli-
cation. Without a designated authority, an
operational incident response team, and
supervisory capacity, the text exists but
does not produce security.

On top of that floor sits Delegated
Regulation (EU) 2024/1366, in force since
June 2024, the first network code of the
European electricity sector devoted entirely
to cybersecurity. Its obligations are orga-
nized around a cybersecurity management
system, the sector equivalent of an infor-
mation security management system, and
two sets of controls, minimum and
advanced, whose application depends on
the entity's impact level. In addition, there
are specific requirements on the supply
chain, crisis management, periodic exer-
cises, and compliance verification.

The risk management cycle runs every
three years and is structured on four levels.
A Union-wide assessment identifies the
system's critical processes and defines the
common impact scale; regional assess-
ments aggregate information from several
member states; national assessments are
carried out by the competent authorities;
and each entity assesses its own perimeter
using the common impact matrix. Within
twelve months of its designation, and every
three years thereafter, each entity must
report to its authority the controls selected,
the estimated residual risk, and the list of
critical technology suppliers involved in
critical-impact processes.

Governance is as important as content.
The methodologies and controls are not
dictated unilaterally by the authority: they
are developed by the transmission system
operators in cooperation with the EU DSO
Entity, with the participation of the energy
regulators' agency and the EU cybersecu-
rity agency. Distribution, as a segment, has
a formal seat at the table where what will
be required of it is defined.

The supply chain controls deserve sepa-
rate mention because of their logic.



Distribution utilities are not asked to solve
the problem of equipment already
installed: instead, the conditions for what
can be purchased from now on are
changed. The code requires security-by-
design principles, zero-trust architectures’®,
access restrictions, background checks of
supplier personnel where the law allows,
contractual audit rights, traceability of
requirements throughout the product life
cycle, and explicit consideration of the risk
of dependence on a single supplier. The
obligations become binding for procure-
ment processes launched six months after
the controls are adopted, and critical-
impact entities must also verify critical
components through certification or inter-
nal assurance mechanisms.

Scope by criticality: designated entities
and perimeters of application

No European entity is automatically cov-
ered by the code. The national authority
designates high-impact and critical-impact
entities by applying thresholds derived
from an index that measures the effect
that compromising the processes the
entity operates would have on cross-border
electricity flows. The provisional thresh-
olds, published by the European Network
of  Transmission System  Operators
together with the EU DSO Entity, are
expressed country by country in
megawatts and vary considerably accord-
ing to the size and degree of interconnec-
tion of each national system.

Classification does not stop at the entity.
Within each designated company, perime-
ters are defined: the assets needed to run
high-impact processes form a perimeter
subject to the minimum controls, and
those needed for critical-impact processes
form a perimeter subject to the advanced
controls. The obligation thus targets the
set of assets that would cause the damage
rather than the company's entire infrastruc-
ture, which limits the cost of compliance

without
matters.

reducing protection where it

The mechanism separates the requirement
from the size of the company and ties it to
the damage its failure would cause: a
small distribution utility whose operations
prove decisive for a critical process falls
within the enforceable perimeter, while a
larger company located in a highly redun-
dant area may end up at a lower level. The
regulation also provides for limited deroga-
tions where the cost of a control is dispro-
portionate and alternative safeguards
exist.

Compliance verification and comparative
assessment of cost

Verification is organized in cycles. Each
designated entity must cover the full verifi-
cation scope at least once every three
years, with annual partial audits, and may
demonstrate compliance through a
national verification scheme supervised by
the authority or through an independent
third-party audit, with requirements of inde-
pendence, sector knowledge, and confiden-
tiality. Critical-impact entities must demon-
strate compliance with the controls within
twenty-four months of their adoption or
update.

On cost, the code entrusts national energy
regulators with an unprecedented task: to
assess, on a comparative basis, whether
the cybersecurity investments of regulated
entities are effective, efficient, and inte-
grated into procurement processes. To this
end, the European regulators' agency pub-
lished non-binding methodological guid-
ance in June 2025, and national regulators
must carry out the exercise within the fol-
lowing twelve months. The results are con-
fidential and are shared among the compe-
tent authorities, the regulators' agency, the
cybersecurity agency, and the
Commission.

The exercise does not constitute tariff

10 Zero trust: A security model that does not assume any device, user, or connection is trustworthy simply because it is inside the net-
work, and that requires identity and permissions to be verified at every access.



recognition. Its effect comes earlier and is
of a different nature: it requires the regula-
tor to treat the cost of cybersecurity as a
category of its own, measurable and com-
parable across companies, instead of leav-
ing it diluted within general technology
spending.

5.3. UNITED KINGDOM: THE
ENERGY REGULATOR AS
CYBERSECURITY AUTHORITY

The United Kingdom combines two fea-
tures that rarely coincide: a cybersecurity
regime for critical infrastructure and an
incentive-based  economic  regulation
framework, both administered by the same
body in the distribution segment. The eco-
nomic framework is RIIO (Revenue =
Incentives + Innovation + Outputs), a multi-
year price control under which the fourteen
distribution network operators submit busi-
ness plans that the regulator assesses,
approves, and translates into allowed rev-
enues, with adjustment mechanisms dur-
ing the period. The cybersecurity regime
derives from the 2018 Network and
Information Systems Regulations, which
the country retained after leaving the
European Union and which assign each
sector its own competent authority. The
national technical cybersecurity authority
provides the assessment framework and
doctrine, but does not directly supervise
companies in the energy sector.

A single authority and an outcome-based
assessment framework

For the downstream gas and electricity
segment, which explicitly includes distribu-
tion utilities, the competent authority is the
energy regulator itself, acting jointly with
the relevant government department. The
same body that sets the network's remu-
neration oversees its cybersecurity, so the
requirement and its funding are discussed
at the same table, with the same case file
and under the same reasonableness
criterion.

The assessment is based on the Cyber
Assessment Framework developed by the
national technical authority, organized into
four objectives, managing security risk,
protecting against cyberattack, detecting
cybersecurity events, and minimizing the
impact of incidents, fourteen principles,
and just over forty contributing outcomes.
Each outcome is accompanied by indica-
tors of good practice that describe the evi-
dence supporting a rating of achieved, par-
tially achieved, or not achieved.

The difference from a checklist is substan-
tial: the framework specifies what must be
achieved, not what must be installed. This
shifts the discussion from an inventory of
tools to effectiveness, and allows a small
company to achieve an outcome with a
simple, well-run architecture without repli-
cating a large group's infrastructure. The
energy regulator adapts the framework
through a sector profile that defines the
expected level by type of entity, and has
been tightening specific areas, in particular
supply chain security and requirements for
critical suppliers.

RIIO: cybersecurity as a tariff line item

The price control currently in force for elec-
tricity distribution, which runs from April
2023 to March 2028, separates cybersecu-
rity from the ordinary business plan and
gives it its own treatment.

The design has four components. First,
companies submit cyber resilience plans
differentiated for information technology
and operational technology, assessed
against minimum quality requirements:
funding is tied to a verifiable plan, not to a
statement of intent. Second, that plan
receives a specific allowance within
allowed revenues. Third, there are reopener
mechanisms, one for information technol-
ogy and one for operational technology,
that allow the allowance to be adjusted
during the price control period when cir-
cumstances change, with a limited deci-
sion timeframe so that the outcome can be
incorporated into the annual revenue



update process. And fourth, the allowance
operates as a price control deliverable sub-
ject to a use-it-or-lose-it condition: the
money recognized for cybersecurity cannot
be spent on anything else and, if the com-
mitted plan is not delivered, it is returned.

The result is a symmetrical arrangement.
The regulator provides funding, but
requires a verifiable plan, reserves the right
to periodic review, and prevents the
allowance from becoming budgetary slack.
The reopener, moreover, explicitly recog-
nizes that the threat evolves faster than the
regulatory cycle, a mismatch that no fixed-
period price control can resolve through
forecasting.

The security regime, for its part, is under
review: in November 2025, a cyber security
and resilience bill was introduced in
Parliament that updates the 2018 regula-
tions and expands existing obligations,
including on suppliers and managed ser-
vice providers.

5.4. AUSTRALIA:
PROPORTIONALITY AS A DESIGN
PRINCIPLE

Australia built its regime on two compo-
nents that operate on different planes: a
cross-sector critical infrastructure law,
applicable to a broad set of sectors, and an
energy-sector maturity framework devel-
oped by the industry itself together with
the market operator and government
agencies.

The market operator occupies a unique
position. In addition to running the whole-
sale market and operating the system, it
acts as coordinator of sector cybersecu-
rity: it convenes the annual assessment
exercise, consolidates the results, and pub-
lishes the framework and its guidance
materials. That dual role explains why the
instrument was developed from within the
sector rather than imposed from outside,
and why it was entirely voluntary during its
first years.

The AESCSF: a sector maturity model

The Australian Energy Sector Cyber
Security Framework was first published in
2018 and updated in 2022. It was built on
existing international capability models
and reference frameworks, mainly the U.S.
Department of Energy's Electricity
Subsector Cybersecurity Capability
Maturity Model and the National Institute
of Standards and Technology's
Cybersecurity Framework, and it refers to
general-purpose control standards for
technical detail.

The assessment is organized into eleven
domains: risk management; asset, change,
and configuration management; identity
and access management; threat and vul-
nerability management; situational aware-
ness; information sharing and communica-
tions; event and incident response and
continuity of operations; supply chain and
dependencies management; workforce
management; cybersecurity program man-
agement; and privacy management in
accordance with Australian law. Within
each domain, practices are arranged in
maturity levels ranging from zero to three.

On that basis, cumulative security profiles
are defined. Each higher profile assumes
the previous one has been achieved, and
each organization's target profile depends
on its criticality to the sector, not on its rev-
enue or number of customers. A small
company is not exempted: it is placed in a
lower profile, with an achievable target and
a trajectory comparable to that of the rest.
All use the same language, the same mea-
surement instrument, and the same scale,
which makes the results aggregable and
comparable across organizations and over
time.

That last feature explains the framework's
origin. It began as a sector self-assess-
ment tool, and for several years the sector
measured itself, in an annual cycle coordi-
nated by the market operator, before the
law required anything of it. That measure-
ment produced the baseline that later



made it possible to set obligations with
realistic levels and dates.

It is worth noting that there is a specific
domain devoted to workforce manage-
ment, which turns the availability of quali-
fied staff into a measured and comparable
dimension, rather than an implicit con-
straint that each company manages on its
own.

From voluntary framework to legal
obligation: the critical infrastructure law

Australia's Security of Critical
Infrastructure Act and its risk management
program rules made it mandatory, from
August 2024, for responsible entities to
adopt a recognized cybersecurity frame-
work; the energy sector framework was
accepted as one of them, together with
general-purpose international standards.

The regime was substantially tightened in
June 2026, when strengthened rules came
into force requiring responsible entities in
the energy sector to reach the sector
framework's second security profile by
June 30, 2028, with implementation peri-
ods of twelve to twenty-four months for the
remaining requirements and with the
requirement aligned with the existing
annual attestation cycle. The legal obliga-
tion does not list controls: it sets a matu-
rity level and a date.

The result is a two-layer model. The gen-
eral law requires having a recognized
framework and reaching a given level
within a given deadline; the sector frame-
work, developed with the industry and
updated with it, defines how that level is
measured. The legislator does not need to
write technical controls that will become
outdated within a few years, and the dis-
cussion with the sector is not about
whether it complies, but about how it
demonstrates compliance.

The link with economic regulation runs
through a less structured route than the
British one, but an equally workable one:
distribution utilities submit specific busi-

ness cases to the economic regulator to
reach given maturity levels of the sector
framework. When the obligation s
expressed as a verifiable level with a fixed
date, the cost of meeting it becomes
something that can be argued within the
rate-setting process.

5.5. ONTARIO: MATURITY-BASED
REGULATION FOR A DIVERSE SET
OF DISTRIBUTORS

The Ontario case is of interest because of
the composition of its regulated universe.
The provincial energy regulator oversees
around sixty local distribution companies,
most of them municipally owned and of
very different sizes, ranging from compa-
nies serving more than a million customers
to municipal utilities with a few thousand.
It is a sector structure that resembles that
of several Latin American countries more
than that of any of the other benchmarks
reviewed.

The regulatory instrument is also distinc-
tive. The regulator did not need a law: it
incorporated the cybersecurity obligations
through amendments to the transmission
and distribution codes, which are rules
within its own remit and form part of the
licence conditions. This allowed it to act
quickly and adjust its approach over time
without opening a legislative process.

In 2018, those amendments required
licensed transmitters and distributors to
use a cybersecurity framework developed
with the industry and to report the maturity
level achieved to the regulator. The frame-
work was based on a widely used public
capability model, with maturity levels
applied to the functions of identify, protect,
detect, respond, and recover, and it also
included a privacy dimension.

The reporting mechanism is its most dis-
tinctive feature: an annual self-certification
of the maturity level achieved, signed by
the company's chief executive and submit-
ted to the regulator. It does not require the
authority to set up a body of inspectors



specialized in industrial security, a capabil-
ity that is expensive, scarce, and hard to
retain in any public administration, and it
produces an effect that no external audit
achieves as economically: it forces the
issue to reach the company's highest deci-
sion-making level at least once a year, with
a personal signature involved.

In October 2024, a mandatory cybersecu-
rity standard came into force, replacing the
declarative approach with enforceable
requirements. The full sequence, six years
of measurement and reporting before the
obligation, was not a delay but the building
of the two conditions that make a manda-
tory rule viable: that the regulator knows
where its sector really stands, and that
companies have their own baseline from
which to plan.

5.6. INDIA: REGULATING A LARGE-
SCALE SYSTEM WITH UNEVEN
MATURITY

India regulates the world's largest power
system by number of connections, with
state-owned, private, and mixed distribu-
tion utilities of very uneven financial and

technical performance. The Central
Electricity Authority, the federal
government's technical body, has the

power to issue rules applicable to the
entire sector, and it has used that power to
put cybersecurity obligations in place with-
out waiting for companies to reach a
homogeneous level of maturity.

The path went from lesser to greater
enforceability. The authority first issued
cybersecurity guidelines for the power sec-
tor and then moved toward a sector regula-
tion, whose draft was submitted for public
consultation in October 2025. The pro-
posed scope covers generation, transmis-
sion, and distribution, and extends to
power exchanges, load dispatch centers,
and suppliers of information and control
systems, so the obligation does not stop at
the regulated company but reaches those

who supply the technology with which it
operates.

The obligations are markedly prescriptive
on governance, in contrast with the British
outcome-based approach and the
Australian maturity-based approach:
appointment of a chief information secu-
rity officer and an alternate, both from
senior management and reporting to the
highest level of the organization; an infor-
mation security division operating around
the clock; mandatory audits by accredited
auditors; and requirements on the control
systems supply chain.

The institutional component is the most
distinctive feature of the case. India has an
incident response team specific to the
power sector, which acts as the central
agency for reporting, response, and analy-
sis and works in coordination with the
national team. The existence of that single
point turns mandatory reporting into an
exchange: the company that reports
receives alerts, analysis, and coordination
in return, and the authority builds up an
aggregate view of the threat that no indi-
vidual company could build on its own.

5.7. MECHANISMS THAT
INTERNATIONAL EXPERIENCE
PUTS ON THE TABLE

The six cases above lend themselves to a
cross-cutting reading that organizes the
experience not by jurisdiction but by the
design problem each instrument solves.

Scope: how to define who is covered

Four inclusion criteria can be observed.
The first is impact on the system, mea-
sured with a common index and expressed
as country-specific thresholds, as in the
European Union: it is the most precise and
the most demanding in terms of informa-
tion. The second is the classification of
assets by criticality, as in the United States:
it defines not which companies are cov-
ered but which requirements apply to each
asset. The third combines segment and



number of regulated customers, and is the
criterion found in the most recent sector
regulations, including the one being drafted
in Chile. The fourth is administrative desig-

Australia. To these is added, in Ontario, the
simplest route of all: the sector licence,
which brings in the entire regulated uni-
verse without exception.

nation by class of critical asset, as in

Inclusion criterion Where it applies Covers distribution?

Information required of the regulator

Yes, if it exceeds the
threshold

High: requires modeling the systemic
impact of each operator

Impact on the system, with country-

specific thresholds European Union

Asset criticality (high / medium / Only bulk power system  Medium: asset inventory and

United States

low) assets classification

Segment and number of regulated India; regulation being . Low: information already available to
h ) Yes, explicitly

customers drafted in Chile the regulator

Administrative designation by class AvEiEe Yes Medium: legal definition of asset

of critical asset classes

Low: the universe is the licence
register

Yes, with no size

Ontario )
exemption

Sector licence (all licensees)

Table 5.1. Criteria for defining the obligated universe and the information they require.

Requirements: prescriptive controls,
management systems, or assessed
maturity

The three models coexist and are not
mutually exclusive. Prescriptive controls,
the standard that lists what must be imple-
mented, are easier to audit than any other
model, but they age quickly and dispropor-
tionately penalize small companies, which
must implement the same things with
fewer resources. A management system
shifts the burden of proof to the company
and adapts to different sizes, but runs the
risk of becoming paper compliance.
Assessed maturity follows a trajectory
rather than setting a binary threshold, is
the best fit for a heterogeneous sector, and
is also the most demanding for the regula-
tor, because assessing maturity requires
technical judgment and not just
verification.

The most advanced jurisdictions combine
them. The United Kingdom assesses out-
comes and funds a plan. Australia layers a
law that requires reaching a level on top of
a sector framework that defines how it is
measured. The European Union requires a
management system with controls differ-
entiated by impact level and periodic verifi-

cation. The combination, rather than the
choice among models, is what character-
izes mature frameworks.

Funding: who pays and with what
instrument

This is where international experience is
scarcest. Four instruments can be identi-
fied, from greater to lesser institutional
complexity.

1. Dedicated tariff allowance with reopen-
ers and a use-it-or-lose-it condition
(United Kingdom). It is the most com-
plete design. It requires a multi-year
price control with adjustment mecha-
nisms within the period.

2. Regulatory asset with deferral and
return (United States). Its lack of use is
a warning about calibration: the benefit
must comfortably exceed the cost of
applying for it.

3. Comparative assessment of the effi-
ciency of investments (European
Union). It is the cheapest step and the
only one that does not require changing
the tariff framework: it only requires
measuring the cost of cybersecurity as



a separate category and comparing it
across companies.

4. Business case before the economic
regulator (Australia). It works where the
tariff framework already allows invest-
ment plans to be submitted for discus-
sion, and it relies on the obligation
being expressed as a verifiable level
with a date.

SECURITY REGULATION

% It defines what must be done, whom it covers, and by when.

It does not say where the money to comply comes from.

ECONOMIC REGULATION

The most important observation is that
none of these four instruments is part of
the security regulation: all of them are
developed in economic regulation. Sector
regulation defines what must be done; the
remuneration framework defines whether it
can be done.

The four instruments that international benchmarks use to recognize the cost of cybersecurity are found here, not in the

security regulation.

& o

UNITED KINGDOM AUSTRALIA

Dedicated tariff allowance

e

Business case before the economic regulator

HOW IT WORKS: the security regulation setsa

maturity level with a fixed date, ar

argues before the tariff regulator how much it costs

to reach it

THE CONDITION: the committed level must be
verifiable and reached within the deadline set by
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Comparative assessment of the efficiency
of spending

Q

e

HOW IT WORKS: the national regu

Cybersecurity regulatory asset
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THE CONDITION: it

mandatory compliance and

filing, 1
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APPROVED, UNUSED

cost Is recognized

cost is not recognized

Fig. 5. How cybersecurity is funded: four international instruments

Proportionality: how the cooperative
coexists with the large group

All the jurisdictions reviewed solved this
problem through scaling instruments, and
none did so by exempting small
companies.

The last row deserves emphasis. All juris-
dictions use time as a proportionality tool:
deadlines of thirty-six and sixty months
depending on asset criticality in the United
States; twelve and twenty-four months
depending on impact level in the European
Union; windows of twelve to twenty-four
months and a sector target set for 2028 in
Australia. Differentiating deadlines requires

no methodological sophistication and
delivers much of the proportionality effect
being sought.

Incident reporting and coordinated
response

All the jurisdictions reviewed have manda-
tory incident reporting with short dead-
lines, and all pair it with two elements: a
sector channel for response and analysis,
and explicit rules on the confidentiality and
anonymization of the information shared.
Reporting without protection for the
reporter produces fewer reports, not fewer
incidents.



A detail of the U.S. case sheds light on the
point from another angle. Of the only two
items included in the list of pre-approved
investments for the rate incentive, one is
participation in the threat information shar-

Jurisdiction

Technique

How the level is determined

ing program. In other words, the jurisdic-
tion that most heavily penalizes non-com-
pliance also decided to fund participation
in the information sharing mechanism.

What is required of the smallest
company

Impact thresholds on the

system European Union

Asset impact levels United States

Cumulative security profiles  Australia

Sector profile of the

assessment framework United Kingdom

Ontario

Self-certified maturity levels

Differentiated deadlines All .
entity

Common impact index, with
national thresholds in MW

Categorization of the cyber
system as high, medium, or low

The entity's criticality to the sector

Type of entity, defined by the
energy regulator

Annual self-assessment against
the common framework

Criticality of the asset or type of

Nothing, if below the threshold; full
minimum controls, if above it

Reduced requirements, proportional to
the asset it operates

Reach the first profile, with a fixed date
and a defined trajectory

Demonstrate security outcomes, not
implement identical controls

Declare its actual level and its

improvement plan, signed by the chief
executive

More time to reach the same target

Table 5.2. Proportionality techniques observed in international experience.

5.8. TAKEAWAYS FOR LATIN
AMERICA

The preceding comparison reveals an
asymmetry worth stating before any trans-
fer. International experience offers abun-
dant and proven answers on what to
require and how to scale requirements, and
scarce answers on how to fund them. The
two most complete ones, the British and
the American, come not from security reg-
ulations but from economic regulation
frameworks, and the second has not even
been used.

Three conditions that the benchmarks take
for granted are not guaranteed in the
region. The first is a regulator with its own
technical capacity, or stable access to it, to
assess maturity in industrial security: with-
out that capacity, any rule degrades into
document checking. The second is an
operational national cybersecurity agency,
with an incident response team, that
receives reports and returns analysis and
coordination; without it, mandatory report-
ing is a burden with nothing in return. The

third is a tariff framework with periodic
reviews and room for new line items: with-
out it, the funding discussion has nowhere
to take place. Recognizing these condi-
tions does not invalidate the transfer of the
mechanisms; it defines their sequence.

With that caveat, six elements of interna-
tional experience are applicable in the
short term and at low regulatory cost.

1. Measure before requiring. Australia
and Ontario built their mandatory
regimes on several years of prior mea-
surement, and it was that measurement
that later made it possible to set realis-
tic levels and dates. The benchmarking
on which this document is based is
exactly that first step; keeping it going
periodically is the cheapest regulatory
investment available.

2. Adopt a maturity framework as a com-
mon sector language. There is no need
to create a new one: the Australian,
Canadian, and British frameworks are
public and rely on freely available capa-
bility models. What is transferable is the



decision to adopt one as a reference,
which is also what makes results com-
parable across companies and
countries.

. Annual self-certification signed by the
chief executive. It is the mechanism
with the best ratio of regulatory cost to
governance effect in the entire reper-
toire reviewed, and it does not require
building technical enforcement
capacity.

. Separate the enabling regulation from
the sector standard. This allows the
regulation to require reaching a level by
a date, while the technical detail is
updated with the industry without the
need to amend it.

. Build cybersecurity into procurement
conditions. Requiring security by
design, credential management, and
contractual audit rights in new acquisi-
tions avoids the financially unmanage-
able problem of retrofitting an installed
fleet.

. Measure the cost of cybersecurity as a
separate category. It is the prerequisite
for any discussion of tariff recognition,
does not require changing the remuner-
ation framework, and can begin with the
information companies already
produce.

Three other elements, by contrast, are not
directly transferable. The U.S. enforcement
model presupposes an audit and enforce-
ment apparatus that would take years to
build and whose cost is hard to justify for
the distribution segment. The European
impact index requires modeling each
operator's systemic effect on system
flows, a capability that is not widely avail-
able today; the realistic short-term scope
criteria are the classification of assets by
criticality and the combination of segment
with number of regulated customers. And
the British tariff mechanism depends on a
multi-year price control with reopeners
within the period: what is transferable is
not its form but its principle, that is, a sepa-
rate allowance tied to a verifiable plan,
reviewable during the period, and ring-
fenced.

Finally, there remains a decision that inter-
national experience does not resolve,
because it admits two equally defensible
answers. Australia and Ontario measured
for years before imposing requirements;
India regulated without waiting for matu-
rity, betting that the obligation would gener-
ate the capacity. The choice between the
two is not technical but political, and it
depends on the urgency perceived by the
regulator and on how much support it is
willing to provide during the transition. The
recommendations in the next chapter build
on that repertoire.
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CONCLUSIONS AND REGULATORY

RECOMMENDATIONS

The energy transition that regulation pro-
motes is, in practice, a digital transition,
and every device connected to the grid
expands the surface that must be pro-
tected. The evidence gathered by the
regional benchmarking, covering twenty-
five distribution utilities in ten countries,
showed that the sector is already respond-
ing to that exposure, and doing so with a
pattern that repeated itself across the five
dimensions examined: the operational
infrastructure, detection and response
capability, third parties and data, people,
and governance. That progress, however, is
not uniform, and the line that divides it is
economic rather than technical: progress is
made where protection takes the form of
investment in assets, the capital expendi-
ture that tariff frameworks know how to
incorporate into the remuneration base,
and it lags where it requires permanent
operating expenditure: daily monitoring, the
verification of third parties, staff training,
and the specialists who must be retained.
The review of Latin American regulation
confirmed the other half of the problem
because, in the eleven frameworks exam-
ined, that expenditure does not exist as a

recognized category in the tariff, and com-
panies must fund it from line items
designed for other purposes. International
experience, for its part, teaches that the
requirement and its funding are a single
design problem: where the obligation
arrived without a way to pay for it, compli-
ance stalled; where the incentive was
poorly calibrated, as with the U.S. regula-
tory asset that no company has applied for,
it remained on paper and unused; and
where both were designed together, as
with the British tariff allowance condi-
tioned on a verifiable plan, protection
stopped competing for resources with the
rest of the budget. What follows from this
review is that the underlying problem is not
technical but one of regulatory design, and
that until it is corrected, the level of protec-
tion of each grid will continue to depend on
each company's conviction and financial
headroom. Reversing that outcome is not a
matter of choosing between requiring and
funding, but of doing both within a single
design, because an obligation without a
funding path produces non-compliance,
and funding without an obligation does not
guarantee protection.




The joint design begins with the require-
ment. Comparative experience shows that
in sectors where large groups with millions
of customers coexist with rural coopera-
tives of very different economic means, a
severe and uniform rule penalizes the
small player and may push it to seek to fall
outside the rule's scope rather than to pro-
tect itself better. The frameworks that have
best resolved this heterogeneity, the
Australian, the British, and Ontario's, share
two decisions: they scale requirements
according to the criticality of each opera-
tion rather than the size of each company,
and they separate the enabling regulation,
which sets the level to be reached and its
deadline, from the technical standard that
defines how to measure it, so that small
and large companies move along the same
scale at different but verifiable speeds, and
the technical detail is updated with the
industry without the need to amend the
law. Funding, for its part, should be defined
as the set of mechanisms for justifying,
supervising, and verifying the investments
that actually reduce operational risk. The
available international repertoire moves
from lesser to greater institutional com-
plexity: measuring the cost of cybersecu-
rity as a separate category, which does not
require changing the tariff framework and
gives the regulator the information it cur-
rently lacks; accepting business cases
before the economic regulator to reach
defined maturity levels; and establishing a
dedicated tariff allowance conditioned on
a verifiable plan, with periodic review and
the return of any unspent funds.

There is a third front that does not require
tariff reforms, because it depends on deci-
sions the regulator can take directly with
its own instruments: the common infra-
structure on which all defense depends.
The first component is mandatory incident
reporting, whose design matters as much
as its existence, because if notifying auto-
matically exposes the reporter to a penalty,
the rational incentive is to conceal.
Reporting must be accompanied by confi-
dentiality, anonymization rules, and the

principle that good-faith notification does
not in itself constitute evidence of negli-
gence, a principle that Ecuador's 2026 leg-
islation has already incorporated and that
shows the region is in a position to adopt
it. The second component is coordinated
response. A successful attack against a
distribution utility is not an individual prob-
lem, because the interdependence of the
electricity ecosystem allows the compro-
mise of one link to spread along the chain.
In the face of threats that operate on a
transnational scale, information sharing
and a sector response team raise the capa-
bility of all companies without each one
having to build it separately, and that space
is almost empty in the region today, with
only one formalized electricity CSIRT. The
third component returns to the origin of the
problem, because the same smart meter-
ing, remote control, and automation plans
that regulators promote and approve can
incorporate security as a design require-
ment, in procurement conditions and in
project approval, so that modernization
does not keep expanding the exposed sur-
face faster than it is protected.

Companies, for their part, do not need to
wait for regulation to move forward, and
the diagnosis itself shows that they have
already begun. Measuring themselves peri-
odically is the first task, because the matu-
rity regimes operating around the world
today were built on years of prior sector
measurement, and that path has already
been started in the region with exercises
such as the one underpinning this diagno-
sis. What comes next is adopting a public
maturity framework as a common lan-
guage, which allows each company to set
itself a target level and demonstrate its
progress; bringing cybersecurity into cor-
porate governance, with an officer who has
direct access to senior management, a
dedicated budget line, and risk expressed
in economic terms, which is the language
in which boards make decisions; contractu-
ally securing every new purchase, requiring
security by design and audit rights, so that
the fleet being installed today does not



repeat the vulnerabilities of the one
installed yesterday; and jointly addressing
the shortage of specialized talent, which is
a market problem rather than a problem of
each company. None of this replaces the
regulator's task, but it makes it easier,
because a sector that measures itself, gov-
erns itself, and demonstrates its progress
makes the spending it asks to have recog-

nized verifiable. Ultimately, the pending
decision is a simple calculation, because
regulating and funding grid protection
costs less today than the incident that pro-
tection prevents, and the cost of postpon-
ing it does not disappear: it builds up
silently and ends up being paid by users, in
the form of service interruptions, leaks of
their data, or emergency spending.

v
® The company measures itself periodically and adopts a public maturity framework as a commen language.
I/'i'\1 CAN BE DONE NOW ® Cyber risk reaches the board, with an officer who has direct access and a dedicated budget line.
1) No regulatory or tariff ch ded
N/ O FEEUIALONY CrLHIlT EhANEE nEede ® Every new purchase is secured by contract, with security by design and audit rights.
® The regulator measures the cost of cybersecurity as a category separate from technology spending.
FOUR ACTIONS
- ® Mandatory incident reporting, with confidentiality and without good-faith notification constituting evidence of negligence.
Iy THE REGULATOR DECIDES ® A sector response team and information sharing among companies.

{ \‘. With the instruments it already has. B B
(2 ) *® Security as a design requirement in the smart metering and remote control plans the regulator already approves.
\/

® Requirements scaled to the criticality of each operation, not to the size of each company.

® Anenabling regulation that sets the level and the deadline, separate from the technical standard that defines how to measure it.

FIVE ACTIONS

Ga

TARIFF FRAMEWORK
REFORM

Business cases before the economic regulator to reach defined maturity levels.

A specific tariff allowance, conditional on a verifiable plan, with periodic review and return of unspent funds.

Requires opening a reg!

TWO ACTIONS

The dividing line is not technical but economic.

What the tariff absorbs as investment in assets moves forward; what requires
specialists.

ding: daily monitoring, third-party verification, staff training, and the retention of

Fig. 6. Recommendations by implementation complexity.
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